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*************** Start of 1st Change ****************
[bookmark: _Toc19544210]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".
[3]	3GPP TS 23.222: "Common API Framework for 3GPP Northbound APIs".
[4]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[5]	IETF RFC 6750: "The OAuth 2.0 Authorization Framework: Bearer Token Usage".
[6]	IETF RFC 7519: "JSON Web Token (JWT)".
[7]	IETF RFC 7515: "JSON Web Signature (JWS)".
[8]	3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
[9]	Void
[10]	3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".
[xx]	IETF RFC 7009: “OAuth 2.0 Token Revocation”.
*************** End of 1st Change ****************

*************** Start of 2nd Change ****************
6.5.3.4	Revocation 
API Exposing Function needs to be informed about revocation if this is necessary to ensure correct handling of revocation.
Editor's note: this clause describesthe revocation procedure, unless this is taken care of by SA6 as it is for non RNAA use cases.
6.5.3.4.x	Procedure for CAPIF revoking API invoker authorization initiated by API Invoker


Figure 6.5.3.4-1: Procedure for revoking API invoker authorization initiated by API invoker
1. The API invoker may trigger token revocation if it receives an indication from the AEF or the CCF that token revocation is needed (e.g. the API invoker offboarded). The API invoker shall send the revocation request to CCF as in clause 2.1 of RFC 7009 [xx]. The revocation request message includes the token to be revoked corresponding to the service API to be revoked. 
2. The CCF verifies the token that was issued to the client making the request as described in clause 2.1 in RFC 7009. After verification, the CCF selects the AEF based on the AEF ID in the scope of the revoked token, and sends the revocation request message to the AEF as in 8.23.4 of TS 23.222 [3]. The request shall include the API invoker ID, service API ID, and revoked GSPI included in the token.
[bookmark: _Hlk141716579]3.  As in 8.23.4 of TS 23.222 [3]. The difference is the revoked authorization is corresponding to the API invoker, the service API, and the GPSI. 
[bookmark: _Hlk141716641]In addtion, the AEF may determine whether to update the resource due to the revocation, e.g. for the QoS service API, the AEF may inform PCF/SMF to modify the QoS level of correspoinding PDU sessions after revocation. 
4.  As in 8.23.4 of TS 23.222 [3]. 
5. As in 8.23.4 of TS 23.222 [3]. The difference is the invalidated authorization is corresponding to the API invoker, the service API, and the GPSI. 
6. As in 8.23.4 of TS 23.222 [3]. The difference is the revoked authorization is corresponding to the service API and the GPSI. 
*************** End of 2nd Change ****************
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